Recommendations for the storage and management of the System Identifier.

1. Authorized employees only should have access to the System identifier.

1. Due security measures should be taken to protect the System identifier from disclosure to third parties and employees whose official job responsibilities do not include operations with the System identifier while storing and transmitting the System identifier.

1. Depending on the existing risks of compromising the System identifier, it is recommended to update the System identifier on a periodic basis, but not less than the scheduled expiration date of the System identifier. 

1. It is necessary to use the System identifier that meets the requirements specified in the software. It is not recommended to use words from dictionaries and lists of leaked passwords as an System identifier. For the highest level of protection, it is recommended to use a random value as an System identifier.

1. Do not use the same value of the System identifier again

1. Do not save the System identifier in the logs of applications and devices where requests are processed containing the System identifier.
If there is a lack of option not to save the System identifier in the logs, then it is necessary to apply protection measures to these logs similar to those applied for the System identifier. 
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1. Authentication data of the Administrator of the Keys or the Administrator CFT ID should be protected from disclosure to third parties, as using these authentication data the registered System identifier may be changed.

